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. What is Cybersquatting and How to Prevent It. I

Cyber squatting, or domain squatting, is a specific cyber crime involving the imitation of
) domain names. These names are unauthorized creations that resemble other organizations I
I or individuals’ domains with the intention to profit off their reputation or redirect the
. traffic to their own fraudulent domain. Domain registrants also practice cyber squatting in
I bad faith to taint the good name and reputation of well-known organizations or to I

monetize from these companies. -

WHAT IS CYBERSQUATTING AND HOW TO PREVENT IT? I

|
How to prevent cyber squatting? I
Organizations can leverage several strategies that impede the threat of cyber squatting for ™
m  their domain. The most prominent ones are discussed below. I
I Registering trademarks and domain addresses immediately .

a Once the company begins gaining traction in the online sphere, it is imperative to register I

the domain addresses. Registering the trademark helps the court recognize the legitimate
I owner of the domain in front of the law, compelling the other party to surrender the =

= imitating domain.

|
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Buying domains with prominent TLDs

Companies should identify the domains that are similar to their organization’s domain and .
invest in acquiring those, so they evade the hands of cybers quatters. Consider buying some
prominent Top-Level Domains (TLDs), such as .com, .net, .in, .org and more, along with
buying domain names that resemble the brand's name. Moreover, companies wanting to

evolve as an international brand must also buy country-specific domains such as .co.uk, .ca,

.au and so on.

Monitoring the domain expiring date
Cybers quatters often target expired domain names or the ones companies have forgotten to

renew. This gives cybers quatters an opportunity to exploit the company name for their own

benefit. Organizations should monitor their domain expiry date and set reminders to retain

their domain name.

Cyber squatting is a significant threat to organizations, which can prove detrimental to not I
only their reputation but also their capital. This can be attributed to cybers quatters =
demanding a sizable amount of money in exchange for the domain name. Being vigilant in I
employing preventive measures will help organizations circumvent the possibility of cyber

squatting. .

Source: I

https://www.gajshield.com/index.php/resources/gajshield-blogs/356-what-is-cybersquatting-and-h

ow-to-prevent-it I

- Mr. Akshay Agrawal
(Assistant Professor)
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The many faces of UPI frauds .

Scamsters take advantage of UPI's simple features to fool users

" into inadvertently transferring money
'a e [E8B.......... =
You have won a il H A y
cashback!!! click - _. :
" the link to claim it: ..'-: bl" 5 ?360
scam.com/1wmlknfk . ! Receive money
-"b g lmm me!
( ) Q2L 0 ©B 3 .
u Cashback frauds QR code frauds Collect request frauds
Clicking on links for Scamsters get users to Cheaters convince users
cashback ends up with scan a QR code to receive to accept the collect
users paying money money. In UPI, you scan a request and enter a UPI
QR only to pay money PIN, to receive money* m
]
]
your order Is
almost ready!
= flipkert@okhdfc
R p Complete your payment
19180029 19309 —
care frauds
UPI ID spoofing Fake website frauds Scamsters flood the m
Scamsters change letters Fake websites are used internet with fake customer
™ in a UPI ID of a legitimate to take orders via UPI. The care numbers of UP| apps.
or popular business to goods are never delivered Pretending to solve an
divert money issue, they swindle more
‘In UPI, you enter a UPI PIN only to pay, not to receive u
™ QG THE KEN raphic by Adhithi Priya R, 3 Jan 2 surce: The Ken researct
]
]
]
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. B GPS Map Camera B GPS Map Camera
= Universal college of engineering, Maharashtra, India Universal college of engineering, Maharashtra, India
7.76 m, 162.1 deg, start point = {19.350466, 72.917281}, 776 m, 162.1 deg, start point = {19.350466, 72.917281)}, §
end point = {19.350488, 72.917211}, 60, Chinchoti Anjur end point = {19.350488, 72.917211}, 60, Chinchoti Anjur
Phata Rd, Poman, Maharashtra 401208, India Phata Rd, Poman, Maharashtra 401208, India
Lat 19.350335° Lat 19.350335° [ |

I Hand’s on workshop on JAVA REMASTERED organized by .
] CSI UCOE Student chapter on 7th February 2023 I

il ¢ N
& GPS Map Camera §

Universal college of engineering, Maharashtra, India
7.76 m, 162.1 deg, start point = {19.350466, 72.917281},
end point = {19.350488, 72.917211}, 60, Chinchoti Anjur
Phata Rd, Poman, Maharashtra 401208, India

Lat 19.350335°

Long 72.916893°

17/02/23 10:59 AM GMT +05:30

I Session on “Tech Unwrapped: Web Development” organized
- by CSI UCOE student chapter on 17th February 2023
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EVENTS ORGANIZED

GROOMING AND STYLING SESSION ON 16th February 2023
organized by WDC

A HANDS-ON
WORKSHOP
8 BASIC OF

4 PYTHON ON
DATACAMP .

Speaker — Khushal
Ghathalia (UCOE)
Number of Attendees
—25
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TOPPERS 2022-23 (ODD SEMESTE; /)/ / | \\
/ \ ‘ I

i _ .
: e |
I DHAMECHA SHUKLA KAJAL ANSARI -
. SHRUTI DINESH - GHANSHYAM - 9.35 MOHAMMAD

I 9.61 SGPI SGPI RAFEY - 9.17 SGPI

R e TORASKAR
~D'SOUZAANDRENA MEHER JIDNESH KARAN SANJAY -
: CHRISTOPHER\-:-: SACHIN - 8.22 SGPI 8.17 SGPI
_9T4SGRL /1
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ACHIEVEMENTS "

Congratistins |

CONGRATULATION i
Dr. Yogita Mane that you have I
— been granted recognition as a
R teacher to guide student for the .
M.E. Degree in the subject of I

Information Technology

CONGRATULATION
- My, Akshay Agrawal for I
I getting certificate of
completion for AWS -
. Academy Graduate - I
AWS Academy

Introduction to Cloud . =
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UPCOMING EVENTS

n o Vidya Vikas Education Trust's a .
& Universal College of Engineering -

ICTE, DTE & Affiliated to University of Mumbal)
h 8+ Grade by NAAC

gj%ociction with
~00 PRESENT
e, WACKSTONP 58

##INNOVATIONFOR

« L

i3 31ST MARCH -
[e=s) 1STAPRIL

REGISTRATION > (o u
AMOUNT

¥500 PER TEAM

T
Mudra Doshi - 9029652532 (Faculty Coordinator)
Het Vikam - 84540 51344 (Student Coordinator)
Shivang Trivedi - 9930343234 (Student Coordinator)

SCAN TO REGISTER u

SPONSORED BY:
4 —:::: CONTENTSTACK® (y 55‘3.‘!_'13 @ BlackStone . SIFUK

VIA CREATIVE TECH

/]

W AL B -
A National Level
Inter-Collegiate
TechFest
|

COMPS/IT AIML/DE  CIVIL  WAROFCL  LAN FUN EXTC

* CSS Battle * Serpent Sign * Town Planning * Valorant * Box Cricket * Robo Race
* Typing Speed * Quiz Draw * Technical ENERGY * CS:GO * Volleyball * Robo Soccer
(Python) Al Tetris Tambola TRANSFORMANIA  « PUBG: New * Treasure Hunt  * Robo Obstacle
« Shortcut Me « Cup Tower state « Rink Football u

* Touch Me Not
* Selfie Mania

* Stumble Guys

DJ NIGHT

SCAN T0 REGISTER POCs BUS COORDINATORS RULEBODK
3 sl i e A
A Aniket Patil: 92602 91234 Mangesh: 93729 00073 I Yash: 87790 47335
L Tarangan Patil: 93568 84259 GOLDEN NEST ! BHIWANDI
2 Dr. Maslyuddin Khan (Faculty Head) Aliakbar: 75063 06152 ! Vinayak: 86056 34407
E oz N Prof. Umesh Mohite (Faculty Head) VASAI ! THANE A
[} Prof. Naved Qureshi (Faculty Head) Viraj: 77100 73006 I Siddharth: 93566 74334 .
M m @@sc_ucoe @universalcollegeofengineering.edu.in M \A u
Universal College of
Engineering
You are invited! WEEL O :ﬂa m S [
éth Alumni Meet i e
f# Saturday, 11th March 2023
(® 10:00 am onwards
@ Universal College of Engineering Campus
u
|
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Here we go with the most Iconic Fest of our

college - AURORA A 7 Days Sports and

Cultural fest where all the departments fight
for the SHIELD STAY TUNED!
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I International Women's Day
v WDC team invites all Women and people
] supporting Women for celebrating
Women's day.
e
9th March, 2023
Seminar Hall (112)
3pm Onwards...
Dress Code: Blue & Yellow
| ]
I Scan for previous edition You can send your articles to the following email id:
, mudra.doshi@universal.edu.in
| ] | . . . .
ml = shraddha.sandimani@universal.edu.in
'
-
I - Follow us on:
L
e L P - I@l ucoe mumbai I@l itsa_ucoe
| | I -

e . .
I (1] n ucoe _mumbai n itsa_ucoe

Kaman - Bhiwandi Road, Survey No. 146 (Part), Village: Kaman,
Taluka: Vasai, District: Palghar 401208
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