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What is Cybersquatting and How to Prevent It.

Cyber squatting, or domain squatting, is a specific cyber crime involving the imitation of 

domain names. These names are unauthorized creations that resemble other organizations 

or individuals’ domains with the intention to profit off their reputation or redirect the 

traffic to their own fraudulent domain. Domain registrants also practice cyber squatting in 

bad faith to taint the good name and reputation of well-known organizations or to 

monetize from these companies.

How to prevent cyber squatting?

Organizations can leverage several strategies that impede the threat of cyber squatting for 

their domain. The most prominent ones are discussed below.

Registering trademarks and domain addresses immediately

Once the company begins gaining traction in the online sphere, it is imperative to register 

the domain addresses. Registering the trademark helps the court recognize the legitimate 

owner of the domain in front of the law, compelling the other party to surrender the 

imitating domain.
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Buying domains with prominent TLDs

Companies should identify the domains that are similar to their organization’s domain and 

invest in acquiring those, so they evade the hands of cybers quatters. Consider buying some 

prominent Top-Level Domains (TLDs), such as .com, .net, .in, .org and more, along with 

buying domain names that resemble the brand's name. Moreover, companies wanting to 

evolve as an international brand must also buy country-specific domains such as .co.uk, .ca, 

.au and so on.

 

Monitoring the domain expiring date

Cybers quatters often target expired domain names or the ones companies have forgotten to 

renew. This gives cybers quatters an opportunity to exploit the company name for their own 

benefit. Organizations should monitor their domain expiry date and set reminders to retain 

their domain name.

Cyber squatting is a significant threat to organizations, which can prove detrimental to not 

only their reputation but also their capital. This can be attributed to cybers quatters 

demanding a sizable amount of money in exchange for the domain name. Being vigilant in 

employing preventive measures will help organizations circumvent the possibility of cyber 

squatting.

- Mr. Akshay Agrawal
(Assistant Professor)

Source: 

https://www.gajshield.com/index.php/resources/gajshield-blogs/356-what-is-cybersquatting-and-h

ow-to-prevent-it

https://www.gajshield.com/index.php/resources/gajshield-blogs/356-what-is-cybersquatting-and-how-to-prevent-it
https://www.gajshield.com/index.php/resources/gajshield-blogs/356-what-is-cybersquatting-and-how-to-prevent-it
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Phases of UPI Fraud
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Hand’s on workshop on JAVA REMASTERED organized by 
CSI UCOE Student chapter on 7th February 2023 

EVENTS ORGANIZED

Session on “Tech Unwrapped: Web Development” organized 
by CSI UCOE student chapter on 17th February 2023
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A HANDS-ON 
WORKSHOP 
BASIC OF 
PYTHON ON 
DATACAMP .

Speaker – Khushal 
Ghathalia (UCOE)
Number of Attendees 
– 25

EVENTS ORGANIZED

GROOMING AND STYLING SESSION ON 16th February 2023 
organized by WDC
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TOPPERS 2022-23 (ODD SEMESTER)

DHAMECHA 
SHRUTI DINESH - 
9.61 SGPI

SHUKLA KAJAL 
GHANSHYAM - 9.35 
SGPI

ANSARI 
MOHAMMAD 
RAFEY - 9.17 SGPI

MEHER JIDNESH 
SACHIN  - 8.22 SGPI

TORASKAR 
KARAN SANJAY - 
8.17 SGPI

D'SOUZA ANDRINA 
CHRISTOPHER - 
9.74 SGPI
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ACHIEVEMENTS

CONGRATULATION 
Dr.Yogita Mane that you have 
been granted recognition as a 

teacher to guide student for the 
M.E. Degree in the subject of 

Information Technology

CONGRATULATION 
Mr, Akshay Agrawal for 
getting certificate of 
completion for AWS 
Academy Graduate - 
AWS Academy 
Introduction to Cloud
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UPCOMING EVENTS
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Scan for previous edition                                You can  send your articles to the following email id:

                                             Follow us on:

Kaman - Bhiwandi Road, Survey No. 146 (Part), Village: Kaman, 
Taluka: Vasai, District: Palghar – 401208.

mudra.doshi@universal.edu.in
shraddha.sandimani@universal.edu.in

ucoe_mumbai itsa_ucoe

ucoe_mumbai itsa_ucoe

UPCOMING EVENTS)

Here we go with the most Iconic Fest  of our 
college - AURORA🏅  A 7 Days Sports and 
Cultural fest where all the departments fight 

for the SHIELD 🛡  STAY TUNED! ✨  


