
Embraced by lush greenery and scenic beauty, Universal College
of Engineering is a treasured place for aspiring engineers to leave
their imprints towards success.

As a college within the wider network frame, we are one of the
fastest growing institutions in India. Our institute has been
accredited by National Assessment and Accreditation
Council (NAAC) with B+ grade in the first cycle of accreditation.
Times of India Survey Ranked No. 1 in India among Top Emerging
Private Engineering Institutes for 5 consecutive years 2015, 2016,
2017, 2018 and 2019 and the saga of accolades still continues.

In response to the expectations of quality technical education, our
college is approved by the All India Council for Technical
Education (AICTE), New Delhi; recognized by the Directorate of
Technical Education (DTE), Government of Maharashtra; affiliated
to Mumbai University.

Our college is also associated with professional bodies like IEEE,
IETE, ISA and CSI to update the revolutionary technological
advancements.
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We are obliged to equip our students to get placed
in highly reputed companies by mentoring their
necessary skill set for cutting-edge technologies.
The core highlighted areas are helping students
with their technical competency, communication
skills along with career guidance and counselling.

Universal College of Engineering has produced a
large number of successful alumni who are
working in reputed organisations in India and
abroad and have contributed immensely to the
cause of nation-building and society. We
welcome all engineering aspirants to create an
incredible legacy in the field of engineering.

We offer 4 years full-time Bachelor of Technology in Computer
Engineering, Civil Engineering, Artificial Intelligence & Machine
Learning, Information Technology Engineering and Data
Engineering.

The unique state-of-the-art facility of the
institute has been carefully designed to
accommodate the needs of the students.
Laboratories are equipped with world-
class facilities based on the latest
technology of different sectors. Our smart
classrooms are well ventilated, spacious
and equipped with overhead and LCD
projectors along with the public address
system. College library provides a rich
collection of specialist library resources
and services to support students’
academic work and enrich their research
skills.
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BigBasket, Unacademy, Justdial, SBI,

Haldiram’s — All these companies

have one thing in common. They’ve

had to deal with data breaches in the

recent past. But for some reason, we

don’t seem to care a lot about these

things. Yes, they’ll make the headlines

for a few days. But then they fade into

the background and we stop talking

about it altogether. Sometimes we

don’t even acknowledge them. For

instance, when TechCrunch reported

that SBI had failed to protect sensitive

information of its customers

(including photos of information

procured through the compromised

servers), SBI simply denied there was 
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any breach in the first place.

So in this article, we thought we could look
at a few case studies and expose the true
cost of a data breach.

Let’s start with something simple — a data
breach that involves passwords. Happened
to LinkedIn back in 2012. At first, it seemed
like the damage was going to be limited — 
considering the passwords were hashed.
It's sort of like saying— “Well they have
the passwords, but it's coded. So unless
they can figure out ways to decipher the
code, there aren’t a lot of hackers can do.”
But then some of these people actually
figured out ways to crack the code and the 
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The Economic Cost of Data
Breaches

I n  t h i s  n e w s l e t t e r ,  w e  t a l k  a b o u t  d a t a  b r e a c h e s  a n d  h o w  t h e y  a f f e c t
p e o p l e  a n d  b u s i n e s s e s  a l i k e .
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real passwords were exposed. LinkedIn, in
the meantime, managed to get affected
users to change their passwords almost
immediately. However, since some people
have this nasty habit of using a single
password on almost all of their social
media handles, hackers figured out they
could try their luck elsewhere and some
actually hit pay dirt.

The only consolation — LinkedIn managed
to detect the breach quickly and their
response was fairly robust. It’s something
to cheer about because it could have been
a lot worse. If attackers are afforded an
opportunity to spend a lot of time inside a
compromised environment, they could
meticulously sift through data and gain
access to extremely sensitive information.
In fact, according to a report in IBM,
companies able to detect and contain a
breach in under 200 days spent on
average $1.1 million less than those that
didn’t. India’s average response time — the
time from detection to the containment of
breach was actually 313 days. That’s not
exactly a good look for us because data
breaches can cost everyone a whole lot of
money. 

There is a loss to customers. There is an
intangible reputational loss. There is the
added legal fees, the administration fee,
and the clean-up fee that might also
include PR management. Companies
might also have to contend with customer
defection and added security measures.
All in all, it’s an absolute nightmare.

But then, it gets worse.

Consider Equifax (a credit monitoring
firm like CIBIL in India).“Equifax
disclosed a massive breach at the 
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beginning of September, which exposed
personal information for 147.9 million
people. The data included birth dates,
addresses, some driver’s license
numbers, about 209,000 credit card
numbers, and Social Security numbers — 
meaning that almost half the US
population potentially had their crucial
secret identifier exposed. Because the
information stolen from Equifax was so
sensitive, it’s widely considered the worst
corporate data breach ever.”— Excerpts
from an article in the Wired.

Anyway, the point is, outside of suffering a
massive reputational crisis, the company
was also fined $575 million by US
regulators for failing to secure clients’
data.

Wow!!!

In addition to these material costs, publicly
listed companies also have to worry about
market participants. Take, for example,
Twitter. A few months back, hackers
compromised accounts of some of the
most powerful people in the world
including the likes of Elon Musk, Barack
Obama, Joe Biden, Bill Gates, and Jeff
Bezos. After the hack, Twitter’s share
prices fell by 5%. That’s ~$300 million
wiped out in a single day.

The point is, one of these days, we will have
an episode like this. So when that day
comes, how prepared will we be?

That is quite literally, the million-dollar
question.
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But Facebook is free. As a consumer,

you don’t pay anything to access the

company’s services. So for a moment, it

feels like the economic argument

doesn’t apply here. However, as one

paper argues, this might not entirely

be true  — When Facebook entered the

market, the consumer’s privacy was

paramount. The company prioritized

privacy, as did its users — many of

whom chose the platform over others

due to Facebook’s avowed commitment

to preserving their privacy. Today,

however, accepting Facebook’s policies

in order to use its service means

accepting broad-scale commercial

surveillance.

Basic economic axioms dictate that

monopolies are bad because they can

distort the most important metric — 

price. Meaning, if you are a single

player operating in an industry that

has high entry barriers and no

competition, then you can dictate

price so long as your product adds

some value to all those who consume

it. Consumers will have no choice but

to buy the product from you even if

you are charging extortionate rates.

That is a terrible proposition, no

doubt.
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Will they finally break up
Facebook?

On 5th Dec, 2020, the federal government, including 46 states in the US sued Facebook for engaging in
monopolistic or anti-competitive practices. And while many people have sued the company in the past, the

sheer scale and influence of this lawsuit deserve special merit. So we thought we could look at the case
more closely and explain why Facebook is being accused of exploiting its dominance in the social media

space.
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In fact, during the early years, Facebook had

promised to not use cookies or any tracking

technology to monitor the activity of its

users outside the website. They said and we

quote—“We do not and will not use cookies

to collect private information from any

user.” However, since then, Facebook has

been pretty liberal with the use of cookies.

So the argument goes that Facebook used

privacy as a feature to stand out from the

crowd. It ousted the likes of Myspace (who

played fast and loose with its privacy

policies) by promising to stay true to this

commitment. And when these firms were

forced to exit from the domain, Facebook

reneged on its promises and opted to surveil

its users and monetize their data. And since

users had very few choices left, they were

forced to concede to Facebook’s demands.

This, the author argues is proof of the

company’s monopoly power.

But it doesn’t stop at that.

The current lawsuit makes another

allegation — “Facebook illegally maintains

that monopoly power by deploying a buy-or-

bury strategy that thwarts competition and

harms both users and advertisers.”

The “buy” strategy has been extensively

covered already. For instance, back in 2012,

Facebook CEO Mark Zuckerberg wrote this

in an email — “One business questions [sic]

I’ve been thinking about recently is how

much we should be willing to pay to acquire

mobile app companies like Instagram and

Path that are building networks that are

competitive with our own… The businesses

are nascent but the networks are

established, the brands are already

meaningful and if they grow to a large scale

they could be very disruptive to us. These
entrepreneurs don’t want to sell (largely
inspired our success), but at a high
enough price — like $500m or $1b — 
they’d have to consider it.” Eventually,
Facebook bought Instagram for $1 billion.
2 years later, they bought WhatsApp for
$19 billion, presumably applying the
same logic. And while you could credit
the acquisitions to Mark Zuckerberg’s
prescience, it's still scary to see how
Facebook can simply buy out any
potential competitor who poses even the
slightest threat to the company’s
dominance. Meanwhile, the bury
strategy is even more sinister. As the
lawsuit once again notes—“Facebook
pursued an open first–closed later
approach in which it first opened its
platform to developers so that
Facebook’s user base would grow and
users would engage more deeply on
Facebook by using third-party services.
This strategy significantly boosted
engagement on Facebook, enhanced the
data is collected, and made the
company’s advertising business even
more profitable. Later, however, when
some of those third-party services
appeared to present competitive threats
to Facebook’s monopoly, Facebook
changed its practices and policies to
close the application programming
interfaces (“APIs”) on which those
services relied, and it took additional
actions to degrade and suppress the
quality of their interconnections with
Facebook.”So basically Facebook first
entices app developers to leverage their
platform and when they become big
enough to pose a threat, they crush these
developers by cutting off access to
Facebook’s services. A nasty strategy that
could definitely be construed as violating
America’s anti-competitive laws.
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On 12th December, violence erupted at
Apple’s contract manufacturer — Wistron
Corp’s Narasapura facility near
Bengaluru, over alleged non-payment of
wages and poor working conditions. On
that fateful night, Wistron employees
ransacked the office and laid siege to the
building. And while 150+ people have been
arrested since then, it does beg the
question — How did this happen?

Wistron is a Taiwanese company and a
key manufacturing partner for Apple in
India. Back in 2017, the company invested
close to ₹3,000 crores in setting up a
production unit in Kolar to make iPhone 7
and iPhone SE devices. The government,
in turn, had offered the company 40+ 
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Policy
The story acres of land and multiple incentives to

invest in creating 10,000 jobs for the local
community. And while they did create
those jobs, there was definitely some
questionable ethics involved.

According to a report in the Times of
India, Wistron apparently promised
engineering graduates a monthly
paycheck of 21,000 but then reneged on
the promise, not once but twice. The story
goes that they cut the salary from ₹21,000
to ₹16,000 and then cut it again to ₹12,000.
Non-Engineering graduates had it even
worse. They saw their salary drop to a
measly ₹8,000. And despite the wage cuts,
they were forced to work overtime after
being mandated to put in 12-hour shifts as
opposed to the regular 8-hour shifts.

A recap of what really
happened at Wistron

In this newsletter, we talk about the vandalism incident at Wistron's manufacturing unit
in Kolar.
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Now bear in mind close to 90% of the

10,000+ workers employed at Wistron’s

Narasapura facility were contract workers

i.e. temporary labor hired through staffing

agencies. And that probably means

employee grievance redressal was never

really a priority. So, when repeated calls for

change fell on deaf ears, young men and

women took to the streets and ransacked the

facility. One trade union leader even

claimed the violence was a direct result of

the “brutal exploitation” of employees who

were forced to work in conditions that

resemble sweatshops. And when you

consider that most of these are 20-year-olds

from poor households desperately looking

to make ends meet, you can understand

their frustration.

However, vandalism isn’t really an optimal

solution. It only begets more problems.

Granted, everybody is now paying attention

to the incident but over 150 employees

languish in jails. The state meanwhile is

justifiably worried that this will affect

investor's sentiment. After all, it seems the

reputation of the government’s “Make in

India” program could be on the line. But

perhaps it’s also prudent for the government

to take a moment and relook at worker’s

conditions to make sure they cut a fair deal

for both parties involved  — investors and

employees.  In fact, if anything, the incident
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has once again cast the limelight on India’s

flimsy labor laws. This year an internal

document revealed how Karnataka’s state

government was planning to dilute certain

laws on labor and pollution. And while there

is every reason for the state to work on

improving the ease of doing business in

India, it might not end well, if the

improvements come at the cost of labor

rights.

And the Narasapura incident only

exemplifies this point. Preliminary findings

now suggest that both Wistron and the

hiring firms violated several local labor laws.

And while Wistron has apologized for the

incident, they blamed a software glitch for

the non-payment of dues. The hiring firms

meanwhile have remained defiant even in

the face of mounting criticism. And guess

what? The only company that seems to have

dealt with the situation proactively has been

Apple.

So yeah, the Narasapura incident was

entirely avoidable, and yet, corporate greed

and government apathy paved the way for

one of the worst acts of vandalism Karnataka

has seen in the recent past.
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